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Bootware™

Make your |oT infrastructure resilient to
compromised updates and bricked devices.

Unified Security Management Tools and Trusted Hardware
that Scale - from Pilot to Long-term Deployments and Beyond.

A/B updates managed in secure silicon.  Easy upgrade path from standard Pi products.
Encrypted filesystem and user kernel. « Available on Zymbit HSM, compute & edge

Signed images and updates. nodes

Falloack and recovery options. e Optimized for ARMv8 CPUs.
Seamless integration with Raspberry Pi OS

and Ubuntu.




Transform your IoT Architecture

Bootware delivers a unified and autonomous trust plane across
popular ARM compute hardware, firmware, boot chain and OS.
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MANAGEMENT SOFTWARE

CRYPTOGRAPHIC SERVICES
« Device identity & attestation

+ Filesystem encryption

+ PKl integration

BOOTWARE SERVICES

« Secure Boot

+ Filesystem Encryption

+ AB Updates

+ AB Cryptographic Isolation

+ Recovery from disc corruption

+ Immutable images with self-repair

* Recovery from PKi loss of certs

SECURE SILICON

1. SECURITY

Root of Trust

Cryptographic Engine

Key Store and Key Management
Key wallet

Tamperware

Real time clock

2. SUPERVISION

Root of Trust
Cryptographic Engine
Key Store and Key Management

3. SAFE RECOVERY

+ Bare Metal Supervisor
+ Cold storage
+ Files system recovery
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Learn more.
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